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PROBLEM: Your downloaded a program without 

reading all the fine print in the EULA and now your 
computer is acting funny. You’re wondering exactly what 
you’ve unleashed. 

SOLUTION: Learn to spot the questionable terms in 
software licensing agreements that could spell trouble. 

 
You downloaded a program offering cute icons or 

some other harmless thing, and suddenly you face a 
multitude of pop-ups whenever you surf the Web. You 
probably wouldn’t make the connection that these two 
events are related unless you had taken time to read—
and understand—the End User Licensing Agreement 
(EULA) that came with the software download. That 
document was probably so lengthy and worded in such 
complex, confusing language, it would make a Supreme 
Court Justice’s mother proud. 

No federal law currently exists to force software 
vendors to put the terms most relevant to consumers in 
a prominent position or in plain English, such as, “Hey, 
with this download, we’re including some spyware so we 
can make an extra buck off you, OK?” Underhanded 
tactics like that are always buried deep. 

EULAs, also referred to as “shrinkwrap” or “click-
through” agreements or Terms of Service (TOS), are a 
contract between you and a software vendor or Internet 
provider. Their primary intent was to protect the product 
from unfair use, such as stopping you from making 
unlimited copies to distribute to all your friends. 
However, vendors have begun exploiting EULAs for their 
own gain to the point that that when a user clicks “I 
Agree” without reading all the fine print, he may open 
himself to being sued by the vendor for any number of 
outrageous “infractions.” 

What qualifies as outrageous? How about this true 
story: A provider of free Internet service in its TOS tried 
to force users to install software that would use their idle 
PCs to perform calculations while a screensaver was 
running, regardless of any problems this could cause for 
the user’s computer. Participation started out voluntary, 
but the language in the TOS apparently left the door 
open to make participation a requirement for continued 
use of the original service. The provider could even 
require users to keep their PCs turned on 24/7 to make 
them available for this purpose. To top it off, the provider 
planned to sell its new-found computing power to third 
parties. 

EULAs can also relieve vendors of all liability and 
your ability to seek recourse, even they knowingly sell a 
defective product that destroys your computer and/or 
your data. 

You may ask, “How can this be legal?” Well, it is. 
Since 2000, the software industry has advocated 
passage of the Uniform Computer Information 
Transactions Act (UCITA), which essentially allows 
vendors to get away with anything as long as they 
disclose it somewhere in the EULA. This law is opposed 
by virtually everyone else, although two states—
Maryland and Virginia—have passed versions of it. 

Not only are EULA terms lopsided in favor of 
vendors, but the whole setup typically leaves you no 
choice but to agree to everything and take your chances 
before you even see the software in action. In most 
cases, you can’t install the product until you agree to the 
terms of the EULA. 

When you buy the software off the shelf, even if the 
vendor provides a paper copy of the EULA, you can’t 
read it until you break the seal on the packaging, which 
means you own the software. Opened software is often 
nonreturnable. 

To address this flagrant unfairness, some vendors 
now post their EULAs on their Web sites so you can 
read them before you buy. If you don’t find them there, 
you may request a copy. 

In another attempt to look honest, vendors are 
revamping the way you agree to the terms of EULAs. 
You see fewer “I Accept” buttons that you can click 
without actually scrolling through the EULA and reading 
at least a bit of it. Other agreements may include 
checkboxes next to certain passages in the EULA. You 
must select them to indicate agreement, which is 
another way of making it look as if you read the text. 

The language vastly differs, but there are some key 
words and phrases you should be watching for: 

 
Red flag #1: “No liability” or “exempt from any damages 
of any type.” 

You can be sure the party being assigned “no 
liability” is the vendor, not you. This language 
exonerates the vendor from any problems its product—
or any other product bundled with it—may cause. Once 
you waive the vendor’s liability, you have no recourse 
against the vendor or its affiliates. 

 
Red Flag #2: “Without payment” or “without 
compensation.” 

This is how vendors prove there is such a thing as a 
free lunch—for them. When you see these phrases, it 
typically means the vendor will be selling your 
information or bombarding you with advertisements 
without compensating you for your inconvenience. 
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Red flag #3: “Third party.” 
When you buy software, your expectation is that 

you’re doing business only with that software vendor. 
However, some vendors include third-party products, 
which may be adware and spyware, without your 
knowledge. How often have you downloaded a program 
only to find strange new shortcuts on your desktop that 
you didn’t put there? They’re third-party products playing 
piggyback with your original vendor. 

References to third parties typically come with 
language that absolves the original vendor of any 
responsibility for any damage the third party might 
cause. 

Would you leave your front door open so total 
strangers could walk in and bring guests, and then not 
be held liable if they wreck the joint? 

Warning: When you agree to allow a vendor to 
download third-party software on your computer, you are 
also agreeing to the EULA terms of that third party. 
However, that EULA is rarely provided. You have to go 
digging for it, either in the software itself or on the Web. 

 
Red Flag #4: “You will not comment publicly or criticize 
the product.” 

This condition is imposed to keep anyone from 
saying or writing anything critical about the product, 
which stifles honest user reviews. It also inhibits testing 
and comparison, so if you’re trying to research software 
before you buy it, you may not be able to find a negative 
word anywhere, even if the product is lousy. Reputable 
reviewers that try to keep the public informed may simply 
avoid the product and the hassles of the EULA terms. If 
their findings are negative and they ask permission from 
the vendor to publish them, they’re hardly likely to get it, 
so why bother in the first place? 

 
Red Flag #5: “Subject to change without notice,” 
“without prior notice,” or “at any time.” 

EULAs are intended to be non-negotiable, which 
means you either accept the terms or don’t use the 
product. To make matters even worse, the agreement 
often allows the vendor to change the terms of the EULA 
at any time after you accept it without notifying you of the 
new terms. You could find yourself violating terms you 
didn’t know existed. 

These phrases grant the vendor the ability to modify 
any part of the deal without providing advance warning. 

 
Red Flag #6: “Automatic” updates or enhancements. 

When you grant the vendor the right to do anything 
“automatically,” you are allowing it unlimited downloads 
onto your computer without your knowledge or consent. 

 
Red Flag #7: “Unspecified” or “unlimited.” 

These vague words give carte blanche for anything 
to be done with your computer or data. For instance, 
until savvy users raised a stink, Microsoft attached the 
condition to the EULA of its Passport Web site that 
Microsoft and its “unspecified affiliates” had the right to 
"use, modify, copy, distribute, transmit, publicly display" 

and take other actions with any messages, files, or data 
entered by users into Passport. 

Here’s some hair-raising language from another 
well-known vendor that essentially tried to rule the 
galaxy when it came to using postings submitted to its 
message boards: “Shall exclusively own all now known 
or hereafter existing rights to the Submissions of every 
kind and nature throughout the universe and shall be 
entitled to unrestricted use of the Submissions for any 
purpose whatsoever." 

 
Red Flag #8: "Do not use this product with other 

vendor's products" or prohibition of "unauthorized 
uninstallation methods." 

No matter how bad the software is or what it may 
do to your computer, you agree that you won’t try to 
uninstall it, or any other garbage that came with it, using 
some third-party utility program such as SpyBot. If you 
want to get rid of the software, you’ll have to follow the 
vendor’s uninstall procedure, which may be designed to 
leave the problem on your computer. The only way to rid 
yourself of the software is to wipe the computer’s drive 
clean and swear it was an accident. 

 
Red Flag #9: “The vendor may uninstall, override, 

or remove any software found on your computer that 
might interfere, conflict, or compete with the product.” 

When a vendor tries to dictate what it will allow to 
co-exist on your hard drive, you can be pretty sure the 
intent isn’t benevolent. Don’t be surprised if your firewall 
or virus protection are disabled or disappear, as well as 
any other applications you’ve installed to combat 
spyware and adware. 

 
Red Flag #10: A “computer-specific license” that 
prohibits multiple installations. 

Some EULAs won’t allow you to install the software 
on a second computer, forcing you to buy two copies for 
your desktop and laptop. Some companies will allow 
multiple installs, but they may specify that you must be 
the owner of both computers and that the software will 
never be used simultaneously. 

 
Red Flag #11: “Transfer restrictions.” 

These try to keep you from reselling, loaning, or 
giving the software to someone else as a gift. You’ve 
bought it ‘til death do you part. 

 
Red Flag #12: “Automatic renewal.” 

If your software runs on some type of subscription 
basis, you may find yourself receiving unexpected bills 
for renewals you didn’t specifically authorize. Vendors 
that resort to this tactic can also make it hard for you to 
cancel the subscription. 

 
Red Flag #13: Common weasel words such as “may” or 
“might.” 

If you see these words, you can assume the vendor 
means “will.” It’s just leaving the door open a crack so 
you’ll think that whatever abuse the vendor intends to 
inflict won’t happen to you. 
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Red Flag #14: Unenforceable terms. 
Some EULA conditions are so ridiculous, you 

wonder why the vendor even bothered to attempt them. 
In one example, Adobe included a free copy of Lewis 
Carroll's Alice In Wonderland with its e-book software. 
Since this book’s copyright expired long ago, it’s been in  
the public domain for anyone to enjoy. However, a 
sharp-eyed user noted that Adobe’s EULA apparently 
prohibited anyone from reading aloud Adobe’s version of 
this children’s classic, as if that would somehow diminish 
the e-book. Go figure. 
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